encrypted email”

USANET’

Global eMessaging”™

You run your business. We'll run your eMessaging.”

Encrypted email is becoming a critical

security service for business email users
that need to ensure the confidentiality of

information transmitted via the Internet.

Email encryption provides complete

protection for sensitive information

including employee and patient records,

payroll and financial reports, legal

documents, design specifications, account

information and trade secrets.

USA.NET encrypted email

DELIVER ENHANCED MESSAGING SECURITY
WITH USA.NET’S CUTTING EDGE AND USER-FRIENDLY
EMAIL ENCRYPTION SOLUTION.

BUSINESSES NEED TRUSTED
COMMUNICATIONS

Organizations are facing new challenges as they rely
more on email for trusted communications. In today’s
world, businesses need to consider mitigation of risks
associated with the electronic transmission of sensitive
information. Non-compliance with regulations or theft
of sensitive information are unacceptable outcomes for

businesses today.

USA.NET ENCRYPTED EMAIL SOLUTION:
CUTTING EDGE AND USER-FRIENDLY

With USA.NET, anyone can subscribe for a low monthly
fee to send unlimited USA.NET encrypted email

without any investment of capital or human resources
for an encrypted email infrastructure. This simple,
user-friendly solution is a critical asset for regulatory
compliance, reduces risk of liability and associates your
brand with trusted communications. USA.NET
encrypted email protects against unauthorized
disclosure of private and confidential information as
well as protecting the integrity of the content of email by
locking the message until sender and recipient identities
are confirmed. Once a small plug-in is downloaded, the
subscriber simply clicks on “secure” in his email
application, and the email is encrypted and ready to be
sent to anyone. ©-a turnkey encrypted email

solution to provide that extra layer of security.

THE USA.NET ENCRYTPED EMAIL
BENEFITS ARE CLEAR

Anyone can sign up -Virtually ANYONE using
Outlook or Outlook Express may subscribe to the
USA.NET encrypted email service.

Helps with Regulatory Compliance - Encrypting
email protects the privacy and integrity of
communicating personal information via email which is
mandated by legislation such as HIPAA, SOX, GLBA
and CB 1386.

Easy to get started - Visit www.usa.net/encrypted

Send to anyone - You can send USA.NET encrypted
email to anyone, whether or not they are also a
USA.NET encrypted email Subscriber.

Confirm sender’s ID - Digital signatures identify the
sender.

Managing identities—You don't have to worry about
exchanging identities with anyone, just address the
email and we do the rest.

Economical - One monthly fee lets you send unlimited
USA.NET encrypted email.

Truly Secure -Trusted standards - PKI, X.509 digital
certificates, S/MIME.

System Requirements
Minimum system requirements for USA.NET Encrypted Email:

Operating Systems

Microsoft® Windows® XP (including SP2)
Microsoft® Windows® 2000

Microsoft® Windows® 98

Desktop Email Software

Microsoft® Outlook® 2003

Microsoft® Outlook® 2002 (XP)
Microsoft® Outlook® 2000

Microsoft® Outlook Express® 6.0 and above

Web Browser
Microsoft® Internet Explorer® 6.0 and above

Internet Connection

Minimum 56 KBPS dial-up modem

LAN-based using standard TCP/IP

DSL, ADSL, Cable Modem

Computer Hardware

5-10 MB of hard drive space

Pentium 233 MHz

128 MB RAM (Recommended: 256 MB or greater)
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